SERVER
This position requires the incumbent maintain consistent and regular attendance; communicate effectively (orally and in writing if both are appropriate) in dealing with the public and/or other employees; develop and maintain knowledge and skills related to specific tasks, methodologies, materials, tools and equipment; complete assignments in a timely and efficient manner; and, adhere to departmental policies and procedures regarding attendance, leave, and conduct.
Job Summary
 Under general supervision of [MANAGER/SUPERVISOR] the incumbent serves as a journey level, technical network specialist and performs the full scope of complex and difficult analytical tasks to support and maintain the local area network (LAN) for the [AGENCY/DEPARTMENT/PROGRAM]. The incumbent participates in system planning, policy making, design and enhancement studies; the implementation of system installations, upgrades and maintenance; analyzes network performance and functions; documents processes and procedures; and supports the section in the resolution of network-related software and hardware problems. The incumbent must have lead technical skills and experience with VMWare ESX or Microsoft Hyper-V virtual server environments,  Microsoft Windows server and desktop operating systems, Microsoft Active Directory, networking and other related data processing skills. The incumbent should be able to work independently, possess written and verbal communication skills, and possess the ability to communicate effectively with [COWORKERS/TEAM/STAFF]. The incumbent must be familiar with [AGENCY/DEPARTMENT/PROGRAM] network security requirements and have the ability to coordinate with [TECHNICAL STAFF] for various network maintenance issues including software and security patches, changes to Active Directory information, and maintenance of email systems throughout the department. The incumbent must have the technical abilities to troubleshoot network and desktop issues in a timely manner and prepare clear and concise plans for network or desktop changes that can impact staff workload.
Scope
This entails Servers, Internet Protocol (IP) knowledge, Operating Systems (OS) knowledge, Interconnectivity between devices and network layers. Level one communication of problems related to server performance, OS performance. Level two deals with hardware specs and compatibility of all systems and working with vendors for warranty service repair and maintenance.
Desired Qualifications
(Note: these are suggestions for qualifications, customizable to your business environment)
· VMware Certified Professional (VCP)
· VMware Certified Advanced Professional (VCAP)
· VMware Certified Design Expert (VCDX)
· Microsoft Certified IT Professional (MCITP): Windows Server 2008 R2, Virtualization Administrator
· Microsoft Certified Technology Specialist (MCTS): Windows Server 2008 R2, Server Virtualization
· TCP/IP networking  (DNS, DHCP)
· SAN Configuration and management
· Virtual server backup and recovery skills
· Microsoft Active Directory management
· Microsoft SMS or Symantec Altiris network management software
Education: 
· One year college level course work relating to Server Operating Systems, Server Administration or equivalent experience preferred. 
Experience: 
· One year providing Server support for current Microsoft Window Server 2003/2008 application software, Active Directory (AD); OR, one year installing, upgrading, troubleshooting and repairing servers in a Local Area Network (LAN) and Wide Area Network (WAN)  Enterprise level network environment.
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Description of Duties:  The duties listed below are not inclusive but characteristic of the type and level of work associated with this class. Individual positions may do all or some combination of the duties listed below as well as other related duties.
	Percent of time
	Essential Functions


	45%
	Provides lead administrative support for VMWare/Microsoft virtual server environment. Install and configure virtual hosts as required. Prioritize the use of virtual system resources for hosts. Maintain appropriate high availability and failover processes for hosts based on business requirements.  Monitor system performance logs and make system adjustments as necessary. Install VMWare/Microsoft virtual server software updates or security patches.

	35%
	Utilize desktop imaging systems to maintain current, patched and secure desktop images for deployment on WIC workstations and laptops; install, configure and secure desktop software; configure network printers and multi-function devices; document network policies and procedures including disaster recovery planning, installation procedures and maintain up to date software and hardware inventory lists.


	15%
	Install, configure, and administer server backup software. Implement best practice data backup schedules for timely recovery of data.  Document server configurations, security and change procedures for knowledge transfer and disaster recovery needs. Maintain up to date server hardware and software inventories, track licensing and hardware maintenance dates for compliance.

	5%
	Other duties or projects as required.



