NETWORK
This position requires the incumbent maintain consistent and regular attendance; communicate effectively (orally and in writing if both are appropriate) in dealing with the public and/or other employees; develop and maintain knowledge and skills related to specific tasks, methodologies, materials, tools and equipment; complete assignments in a timely and efficient manner; and, adhere to departmental policies and procedures regarding attendance, leave, and conduct.
Job Summary
Under the general supervision of the [MANAGER/SUPERVISOR] the incumbent serves as a full journey level technical specialist providing technical software, hardware and network problem resolution to [Agency/Department] by  performing question/problem diagnosis through step-by-step solutions in a Local Area Network (LAN) and Wide Area Network (WAN)  environment; clearly communicate technical solutions in a user-friendly, professional manner; provide one-on-one working and troubleshooting with other departments and regional  technical staff as needed; assist Network Technicians; troubleshoot network circuit, hardware and IOS problems; troubleshooting the more complex problems with Network/Server Administrators as required; conduct hardware and software inventory; maintenance and reporting  utilizing various monitoring software packages; and perform related work as required.   

Scope

The Network entails Routers, Switches, Circuits and various protocols within an Agency/Department. Level one communication problems over the circuits and equipment; Level Two requests dealing with Routing and configuration changes for a Network/Server technician; as well as one whom contacts third-party vendors for warranty service repair. 

The incumbent must have lead technical skills and experience with various IOS and operating systems dealing with Routers, Switches, Firewall, VPN, and ACS. The incumbent Must be familiar with desktop and laptop components/connections, networking and routing. The incumbent should be able to work independently, possess written and verbal communication skills, and possess the ability to communicate effectively with [COWORKERS/TEAM/STAFF/MANAGEMENT]. The incumbent must be familiar with [AGENCY/DEPARTMENT/PROGRAM] policies and procedures and have the ability to coordinate with [End users and TECHNICAL STAFF] for various network maintenance issues including software and security patches, changes to Switches that may affect the user or business information/data. Annual maintenance of all network systems throughout the Enterprise Infrastucture. The incumbent must have the technical abilities to troubleshoot issues in a timely manner and prepare clear and concise documentation for tracking, reporting and technical reference.
Desired Qualifications
(Note: these are suggestions for qualifications, customizable to your business environment)
· Certifications for Networking, Vendor specific (Cisco)
· Firewall experience 
· Access Control System (ACS) experience
· Basic interconnectivity and IP subnetting (VLAN-Virtual Local Area Network) knowledge.
· Principles and theories of network systems and management; Internet technologies and products; basic understanding of electrical safety procedures.
· Monitoring software for Network devices  and utilization.
Education: 
· One year college level course work relating to Networking or equivalent experience preferred. 
Experience: 
· One year providing Network support for current PC desktop and application software; OR, one year installing, upgrading, troubleshooting and repairing Networks at a LAN and WAN in an Enterprise level network environment.

[bookmark: _GoBack]Description of Duties:  The duties listed below are not inclusive but characteristic of the type and level of work associated with this class. Individual positions may do all or some combination of the duties listed below as well as other related duties.
	Percent of time
	Essential Functions


	45%
	Identify, diagnose, and resolve Level One problems for network software, hardware and security issues. Communicates solutions to all team members as needed. Install and update IOS or related operating systems. Anticipate or identify problems and their causes; develop and analyze potential solutions or improvements using rational and logical processes or innovative and creative approaches when needed.

	35%
	Utilize systems to maintain current, patched and secure images for deployment on Agency/Department enterprise network. Backup operations and devices as required for recovery or shutting down of equipment or power. Install, configure and network or security software. Develop and maintain policies and procedures in a secure area or network location. Ability to lift 50 lbs. Performs minor equipment and peripheral trouble shooting that are not covered by third-party vendor maintenance agreements.

	15%
	Install, configure, and administer network devices.  Contacts vendors for timely repair of network devices and maintenance covered contracts or agreements. Helps install local area network cabling systems and equipment such as network interface cards, hubs and switches. Track licensing and hardware maintenance dates for compliance.

	5%
	Other duties or projects as required.





