06. Core Competencies Related to ICP

Background
The IT Consolidation Program is designed to standardize hardware, software and services. The goal is to improve the State IT efficiency, effectiveness, agility, security and reliability, while reducing costs and energy usage.

Standardization
The State Data Center consolidation effort has recognized the need for standard processes and technologies in the following areas: 

· Servers, Virtualization, Storage and Backup
· Network and Security
· Directory Services (Active Directory)
· E-mail, Directory and Collaboration Services
· Desktop Power Management (Green IT)

Benefits
· Reduced support and maintenance costs
· Reduction of overlap and duplication
· Consistent Service Level Support Contracts
· Common services and support of IT Infrastructure
· Standard skills and IT capabilities
· Common management tools
· Common configuration practices and procedures
· Common backup practices and approaches
· Ability to purchase Volume Licenses at a lower cost
· Ability to provide cross-Department/Agency help desk and desktop support
· Reduced power consumption due to standardizing power management

Key Knowledge Areas
In order to implement a consolidation effort, staff will need expertise and training in the following areas listed below.  It is highly recommended that certifications be used for staff advancement, development, and standardization on training.

VMWare
· VMware vSphere 4.0
· VMware Infrastructure Enterprise 
· VMware ESXi 
· VMWare Server 
· VMware vSphere 
· VMware vCenter Server
· Recommended Certifications 
· VMware Certified Professional (VCP)
· VMware Certified Advanced Professional (VCAP)
· VMware Certified Design Expert (VCDX)

Microsoft
· Microsoft Systems Center Virtual Machine Manager 2008
· Microsoft Windows 2008 Hyper-V
· Recommended Certifications
· Microsoft Certified IT Professional (MCITP): Windows Server 2008 R2, Virtualization Administrator
· Microsoft Certified Technology Specialist (MCTS): Windows Server 2008 R2, Server Virtualization
· Microsoft Windows Server and Active Directory Services
· Recommended Certifications
· Microsoft Certified Systems Engineer – MCSE
· Microsoft Certified Professional – MCP
· Microsoft Certified Systems Administrator – MCSA
· Active Directory Resource Links:
· California Technology Agency Vetting - Active Directory Standards
· Microsoft SQL Server
· Microsoft Exchange 2010
· Microsoft Forefront Online Protection for Exchange
· Microsoft Exchange Hosted Encryption
· Microsoft Windows PowerShell
· Microsoft SharePoint Server

Cisco
· Cisco Networking (Routing/Switching/Design/Wireless/Voice/Storage)
· Recommended Certifications
· Cisco Certified Entry Networking Technician (CCENT)
· Cisco Certified Network Associates (CCNA)
· Cisco Certified Network Professional (CCNP)
· Cisco Certified Internetwork Expert (CCIE)

Security: Various Vendors
· Virtual Private Network (VPN)
· Firewalls
· Access Control Service (ACS)
· Intrusion Detection Service (IDS)
· Intrustion Prevention Service (IPS)
· Recommended Security Certifications
· Certified Information Systems Security Professional (CISSP) 
· Security +

Storage/SAN/Backup – Solutions
· Emerging Technologies per OTech
· Z/OS
· SuSE Linux Storage
· Windows Storage
Project Management 
· Recommended Certifications 
· Project Management Body of Knowledge Guide (PMBOK) Certification
· Project Management Professional Certification

Network/Server Environments
· Installation and Maintenance
· Network and Server Tracking and Performance Software
· Network Administration including Routers, Circuits Routing and Switches
· Internet/Intranet
· Ethernet/Fiber
· Frame Relay
· ATM
· LAN/WAN
· MPLS
· TCP/IP (Version 4 and 6)

Operating Systems (Various levels)
· Microsoft Server 2008
· LINUX
· MAC OS
· MVS/TSO
· OS/2
· Unix/Sun
· VMware
· Hyper V
· Windows XP/Vista/7

Electronic Mail Applications
· Microsoft Exchange Server 2010

Database Functional Areas
· Database Physical Design
· Database Logical Design
· Database Capacity Planning
· Database Data Warehouse Design/Implementation
· Database Integrity Maintenance
· Database Backup/Recovery
· Database Data Dictionary
· Database Performance and Tuning
Database Management Software/Environments
· ADABAS/Natural
· DB2 Database
· Oracle Database
· Relational Database (RDBMS)
· Microsoft SQL Server
· Structured Query Language (SQL)

Client/Support Services Functional Areas (Hardware and Software)
· Configuration
· Installation
· Maintenance
· Repair
· Upgrades
· Service/Help Desk
· Training
· Tracking
· Imaging
· Licensing

Standard User Applications
· [bookmark: _GoBack]Adobe Acrobat
· Electronic Mail (MS Outlook)
· Internet Browsers (MS Internet Explorer, Firefox, etc.)
· Microsoft Office Suite (2010)
· Microsoft Project
· Microsoft Visio
· Anti-Virus software (Various providers)

Human Resources
As the consolidation progresses, one strategy that can be used to handle the human resource side of consolidation is retraining or reassigning affected employees.  Your organization may need to review career paths, conduct skills assessments or skills inventories, and determine retooling strategies.  Check with your Human Resources staff for assistance regarding rules and policies.

Some in the workforce may be resistant to change.  It’s imperative to communicate with staff and engage them in the consolidation effort.  Encourage consolidation workgroup involvement and empower them with assisting in the planning and design.  Provide information sharing and continuing education as needed to support your Department’s business needs.

The State Training Center offers low cost online technical courses, as well as teacher-led classes that can provide the skills needed to address the consolidation needs.  Other training opportunities also exist – see the Training section of Chapter 6 for information.  Organizations can also leverage programs or credits with their contract renewals, which can help reduce the cost of training.
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