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[bookmark: _Toc451266387]System and Services Acquisition (SA)
This document emphasizes 3 of the 22 controls within System and Services Acquisition (SA).
[bookmark: _Toc451266388]SA-5	Information System Documentation

Your organization maintains and controls adequate documentation for the information system and its constituent components.  Your organization distributes this document to authorized personnel when required.

Administrator and user guides include information on:

· configuring, installing and operating the information system
· optimizing the system’s security features


Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for SA-5.

SA-5 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.
[bookmark: _Toc451266389]SA-10	Developer Configuration Management

The information system developer creates and implements a configuration management plan that controls changes to the system during development, tracks security flaws, requires authorization of changes, and provides documentation of the plan and its implementation.

Refer to Step 3 - System Specific Security Controls (In-depth Security Controls) for more detailed definitions on the following Developer Configuration Management sub controls. Although Developer Configuration Management SA-10 contains a total of 6 sub controls, Step 3 will only define 1 of them.


· SA-10 (1) Developer Configuration Management | Software / Firmware Integrity Verification

SA-10 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.





[bookmark: _Toc451266390]SA-11	Developer Security Testing

The information system developer creates a security test and evaluation plan, implements the plan and documents the results.  Developmental security test results may be used in support of the security certification and accreditation process for the delivered information system.

Developmental security test results should be used only when no security relevant modifications of the information system have been made subsequent to developer testing and after selective verification of developer test results.

Refer to Step 3 - System Specific Security Controls (In-depth Security Controls) for more detailed definitions on the following Developer Configuration Management sub controls. Although Developer Configuration Management SA-11 contains a total of 8 sub controls, Step 3 will only define 3 of them.

· SA-11 (1) Developer Security Testing and Evaluation | Static Code Analysis
· SA-11 (2) Developer Security Testing and Evaluation | Threat and Vulnerability Analyses
· SA-11 (8) Developer Security Testing and Evaluation | Dynamic Code Analysis

SA-11 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.
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