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[bookmark: _Toc451272967]Contingency Planning (CP) 

[bookmark: _GoBack]This document emphasizes 3 of the 11 controls within Contingency Planning (CP).
[bookmark: _Toc451272968]CP-2	Contingency Plan
Your organization develops and implements a contingency plan for the information system addressing contingency roles, responsibilities, assigned individuals with contact information and activities associated with restoring the system after a disruption or failure. Designated officials within your organization review and approve the contingency plan and distribute copies of the plan to key contingency personnel.

Your organization coordinates contingency plan development with organizational elements responsible for related plans (e.g., plans for business continuity, disaster recovery, continuity of operations, business recovery, and incident response).

Step 3 - System Specific Security Controls (In-depth Security Controls) for more detailed definitions on the following Contingency Plan sub controls. Although Contingency Plan CP-2 contains a total of 8 sub controls, Step 3 will only define 4 of them.
· CP-2 (1) Contingency Plan | Coordinate With Related Plans
· CP-2 (2) Contingency Plan | Capacity Planning
· CP-2 (3) Contingency Plan | Resume Essential Missions / Business Functions
· CP-2 (8) Contingency Plan | Identify Critical Assets

CP-2  Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451272969]CP-9	Information System Backup
Your organization conducts backups of user-level and system-level information (including system state information) contained in the system according to business requirements and stores backup information at an appropriately secured location.

The frequency of information system backups and the transfer rate of backup information to alternate storage sites are consistent with your organization’s recovery time objectives (RTO) and recovery point objectives (RPO).

RTO represents how long it will take to restore business operations (e.g. 4 hours, 1 day, or 1 week). RPO represents how much data (the work done by the business) can be lost (e.g. 5 minutes, 1 hour, and 1 day).

Step 3 - System Specific Security Controls (In-depth Security Controls) for more detailed definitions on the following Information System Backup sub controls. Although Information System Backup CP-9 contains a total of 7 sub controls, Step 3 will only define 2 of them.
· CP-9 (1) Information System Backup | Testing For Reliability / Integrity
· CP-9 (3) Information System Backup | Separate Storage for Critical Information

CP-9 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451272970]CP-10	Information System Recovery and Reconstitution
Your organization employs mechanisms with supporting procedures to recover and rebuild your system to its original state after a disruption or failure.

Secure information system recovery and reconstitution to the system’s original state accomplishes all of the following:
· All system parameters (either default or organizationally-established) are reset.
· Patches are reinstalled.
· Configuration settings are reestablished.
· System documentation and operating procedures are available.
· Application and system software is reinstalled.
· Information from the most recent backups is available.
· The system is fully tested.
Step 3 - System Specific Security Controls (In-depth Security Controls) for more detailed definitions on the following Information System Recovery and Reconstitution sub controls. Although Information System Recovery and Reconstitution CP-10 contains a total of 6 sub controls, Step 3 will only define 1 of them.
· CP-10 (2) Information System Recovery and Reconstitution | Transaction Recovery

CP-10 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.


