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[bookmark: _Toc451271684]Audit and Accountability (AU)
This document emphasizes 2 of the 16 controls within Audit and Accountability (AU).
[bookmark: _Toc451271685]AU-2	Audit Events
The information system generates audit records based on your organization’s requirements.
You specify which system components carry out auditing activities.  Auditing activity can affect information system performance.  Therefore, your organization decides, based upon a risk assessment, which events require auditing on a continuous basis and which events require auditing in response to specific situations. You define auditable events adequate to support after-the-fact investigations of security incidents.
Step 3 - System Specific Security Controls (In-depth Security Controls) for more detailed definitions on the following Audit Event sub controls. Although Audit Events AU-2 contains a total of 4 sub controls, Step 3 will only define 1 of them.
· AU-2 (3) Audit Events | Reviews and Updates
AU-2 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.
[bookmark: _Toc451271686]AU-3	Content of Audit Records
Your organization’s information system captures sufficient information in audit records to establish what events occurred, the sources of the events, and the outcomes of the events. Audit record content includes, for most audit records:
· Date and time of the event
· Component (e.g., hardware, software) of the information system where the event occurred
· Event Descriptions
· Source and destination addresses
· Filenames involved
· Outcome (success or failure) of the event
[bookmark: _GoBack]Step 3 - System Specific Security Controls (In-depth Security Controls) for more detailed definitions on the following Content of Audit Record sub controls. Although Content of Audit Record AU-3 contains a total of 2 sub controls, Step 3 will only define 1 of them.
· AU-3 (1) Content of Audit Records | Additional Audit Information

AU-3 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.
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