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[bookmark: _Toc451271448]Access Control (AC) 
This document emphasizes 16 of the 22 controls within Access Control (AC).
[bookmark: _Toc451271449]AC-2	Account Management
Your organization manages information system accounts, including establishing, activating, modifying, reviewing, disabling and removing accounts.  Additionally, you should review accounts at least twice annually.
Account management includes the identification of account types (i.e., individual, group and system), establishment of conditions for group membership, and assignment of associated authorizations.
You will need to identify authorized users of the information system and specify access rights/privileges. Then you can grant access for your user(s) based on the official assigned duties of the individual and the intended usage of the information system.
Requests for information system account access require proper identification of the user and approval of the request. This allows for historical reviews of access requests. 
Whether by processes or automation, account managers must be notified when users are terminated, transferred, or when accounts are inactive for extended time periods.  
Step 3 - System Specific Security Controls (In-depth Security Controls) for more detailed definitions on the following Account Management sub controls. Although Access Control AC-2 contains a total of 13 sub controls, Step 3 will only define 9 of them.

· AC-2 (1) Account Management | Automated System Account Management
· AC-2 (2) Account Management | Removal of Temporary / Emergency Accounts
· AC-2 (3) Account Management | Disable Inactive Accounts
· AC-2 (4) Account Management | Automated Audit Actions
· AC-2 (5) Account Management | Inactivity Logout
· AC-2 (7) Account Management | Role-Based Schemes
· AC-2 (9) Account Management | Restrictions on Use of Shared Groups / Accounts
· AC-2 (10) Account Management | Shared / Group Account Credential Termination
· AC-2 (12) Account Management | Account Monitoring / Atypical Usage

AC-2 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.


[bookmark: _Toc451271450]AC-4	Information Flow Enforcement
The information system enforces approved authorizations for controlling the flow of data within the system and between interconnected systems in accordance with applicable policies.
Examples of flow control enforcement include the use of firewalls and router devices that employ rules or establish configuration settings that restrict information system services and also provide packet-filtering capabilities.
Step 3 - System Specific Security Controls (In-depth Security Controls) for more detailed definitions on the following Account Management sub controls. Although Access Control AC-4 contains a total of 22 sub controls, Step 3 will only define 1 of them.

· AC-4 (21) Information Flow Enforcement | Physical / Logical Separation of Information Flows
AC-4 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451271451]AC-5	Separation of Duties
The information system enforces separation of duties through assigned access authorizations. You should establish appropriate divisions of responsibility and separates duties for both business and IT users.  This will eliminate conflicts of interest in the responsibilities and duties of your staff.  Utilize the access control software on the information system to prevent users from having all of the necessary authority to perform fraudulent activity without collusion.  
Examples of separation of duties include:
· Security personnel who administer access control functions should not administer audit functions.
· Mission functions and distinct information system support functions are divided among different individuals/roles.
· Different individuals perform information system support functions (e.g., system management, systems programming, quality assurance/testing, configuration management and network security).
Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for AC-10.

AC-5 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.
[bookmark: _Toc451271452]AC-6	Least Privilege
The information system enforces the most restrictive set of rights/privileges or accesses needed by users (or processes acting on behalf of users) for the performance of specified tasks.
You employ least privilege for specific duties and information systems (including specific ports, protocols and services) in accordance with risk assessments as necessary to adequately mitigate risk to your operations, assets, and staff.
Step 3 - System Specific Security Controls (In-depth Security Controls) for more detailed definitions on the following Account Management sub controls. Although Access Control AC-6 contains a total of 10 sub controls, Step 3 will only define 5 of them.
· AC-6 (1)	Least Privilege | Authorize Access to Security Functions
· AC-6 (2) 	Least Privilege | Non-Privileged Access For No security Functions
· AC-6 (5)	Least Privilege | Privileged Accounts
· AC-6 (9)	Least Privilege | Auditing Use of Privileged Functions
· AC-6 (10) 	Least Privilege | Prohibit Non-privileged Users from Executing Privileged Functions

AC-6 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451271453]AC-7	Unsuccessful Logon Attempts
The information system should enforce a limit of consecutive invalid access attempts by a user during a set time period.  The information system automatically locks the account when the maximum number of unsuccessful attempts is exceeded. (Best practice recommendation: after 5 consecutive invalid attempts in 30 minutes lock the account).
You can choose to release locked accounts in a couple of ways.  You can set your system to automatically release accounts after a set time period, such as 15 minutes (Best practice recommendation).  Alternatively, you can require an administrator to manually release all locked accounts.  
Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for AC-7.

AC-7 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451271454]AC-8	System Use Notification
The information system should display a notification message before granting system access.  The notification message should inform potential users of privacy and security information set forth by your organization that owns the system.  For Example:
“The user is accessing a government owned information system.  By accessing the system the user agrees to all security policies, regulations and rules specified by [your organization’s name].
Unauthorized use of the information system is prohibited and subject to criminal and civil penalties.
Use of the information system indicates consent to monitoring and recording”
The system use notification message provides appropriate privacy and security notices (based on associated privacy and security policies or summaries) and remains on the screen until the user takes explicit actions to log on to the information system.
For publicly accessible systems:
1. The system use information is available as opposed to displaying the information before granting access.
2. There are no references to monitoring, recording or auditing since privacy accommodations for such systems generally prohibit those activities.
3. The notice given to public users of the information system includes a description of the authorized uses of the system.
Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for AC-8.

AC-8 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451271455]AC-10	Concurrent Session Control
The information system limits the number of concurrent sessions for each user based on your organization’s requirements.
You will define the max number of concurrent sessions allowed to be used on the information system.
[bookmark: _GoBack]Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for AC-10.

AC-10 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451271456]AC-11	Session Lock
The information system prevents further access to the system by initiating a session lock that remains in effect until the user reestablishes access using appropriate identification and authentication procedures.
Session locks temporarily deny access to the system when users stop work.  Users often move away from the immediate vicinity of information systems and do not log out because of the temporary nature of their absences.  Users can directly initiate session lock mechanisms.  The information system also activates session lock mechanisms automatically after a specified period of inactivity you define.  A session locks do not substitute for logging out of the system.
Step 3 - System Specific Security Controls (In-depth Security Controls) for more detailed definitions on the following Account Management sub controls. Access Control AC-11 contains a total of 1 sub controls; Step 3 will define the 1.
· AC-11 (1)  Session Lock | Pattern-Hiding Displays

AC-11 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451271457]AC-12	Session Termination
The information system automatically terminates a session after a period of inactivity, based on your specific requirements.
This control addresses the termination of user-initiated sessions.  A user initiates a session (for local, network, and remote access) whenever that user (or process acting on behalf of a user) accesses one of your organization’s information systems. Such user sessions can be terminated without terminating network sessions. Session termination terminates all processes associated with a user’s session except those processes that specifically created by the user (i.e., session owner) to continue after the session termination. Conditions or trigger events requiring automatic session termination can include, organizationally defined periods of user inactivity, and targeted responses to certain types of incidents, time-of-day restrictions on information system use.
Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for AC-12.

AC-12 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451271458]AC-14	Permitted Actions without Identification or Authentication
Your organization identifies specific user actions that can be performed on the information system without identification or authentication.  You would need to document and provide supporting rationale in the security plan for the information system, establishing conditions for access requiring no identification or authentication.
Your organization may allow limited user activity without identification and authentication for public Web sites or other publicly available information systems.
You permit actions to be performed without identification and authentication only to the extent necessary to accomplish your organization’s objectives.
Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for AC-14.

AC-14 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451271459]AC-17	Remote Access
Remote access enables users to connect to your organization’s information systems (or processes acting on behalf of users) through external networks (e.g., the Internet, dial-up, broadband, and wireless).
Your organization documents, monitors and controls all methods of remote access (e.g., dial-up, VPN, Internet) to the information system including remote access for privileged functions.  Appropriate organizational officials authorize each remote access method for the information system and authorize only the necessary users for each access method.
Remote access controls are applicable to information systems other than public Web sites or systems specifically designed for public access.  Your organization restricts access through dial-up connections (e.g., limiting dial-up access based upon source of request) or protects against unauthorized connections or subversion of authorized connections (e.g., using virtual private network technology).  Your organization permits remote access for privileged functions only for compelling operational needs.
Step 3 - System Specific Security Controls (In-depth Security Controls) for more detailed definitions on the following Account Management sub controls.  Although Access Control AC-17 contains a total of 9 sub controls, Step 3 will only define 5 of them.

· AC-17 (1) Remote Access | Automated Monitoring / Control
· AC-17 (2) Remote Access | Protection of Confidentiality / Integrity Using Encryption
· AC-17 (3) Remote Access | Managed Access Control Points
· AC-17 (4) Remote Access | Privileged Commands / Access
· AC-17 (9) Remote Access | Disconnect / Disable Access

AC-17 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451271460]AC-18	Wireless Access
Your organization establishes usage restrictions and implementation guidance for wireless technologies. It further documents, monitors and controls wireless access to the information system.
Appropriate organizational officials authorize the use of wireless technologies to safe guard the state entity information system.
Step 3 - System Specific Security Controls (In-depth Security Controls) for more detailed definitions on the following Account Management sub controls.  Although Access Control AC-18 contains a total of 5 sub controls, Step 3 will only define 1 of them.
· AC-18 (1)	Wireless Access | Authentication and Encryption
AC-18 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451271461]AC-19	Access Control for Mobile Devices
Portable and mobile devices (e.g., notebook computers, workstations, personal digital assistants, removable hard drives, flash drives, etc.) should meet your organization’s policies and procedures before granting access to your network to safe guard your data.
Your organization establishes usage restrictions and implementation guidance for portable and mobile devices. Additionally, it documents, monitors, and controls device access to your networks.
Appropriate officials would need to authorize the use of portable and mobile devices.
Security policies and procedures regarding the use of portable and mobile devices might include such activities as:
· scanning the devices for malicious code
· updating virus protection software
· scanning for critical software updates and patches
· conducting primary operating system (and possibly other resident software) integrity checks
· Disabling unnecessary hardware (e.g., wireless).

Step 3 - System Specific Security Controls (In-depth Security Controls) for more detailed definitions on the following Account Management sub controls.  Although Access Control AC-19 contains a total of 5 sub controls, Step 3 will only define 1 of them.
· AC-19 (5)  Access Control For Mobile Devices | Full Device / Container-Based Encryption
AC-19 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451271462]AC-20	Use of External Information Systems
Your organization establishes strict terms and conditions with other organizations owning, operating, and/or maintaining external information systems.  Your organization will only allow authorized individuals to access your information system from external information systems.  Your organization will also control access to process, store, or transmit your data by external information systems.
External information systems are information systems or components of information systems that exist outside of the authorization boundary established by your organization.  Your organization typically has no direct supervision or authority over the application of required security controls or the assessment of control effectiveness by that external system.  
Refer to Step 3 - System Specific Security Controls (In-depth Security Controls) for more detailed definitions on the following Account Management sub controls.  Although Access Control AC-20 contains a total of 4 sub controls, Step 3 will only define 2 of them.
· AC-20 (1)  Use of External Information Systems | Limits on Authorized Use
· AC-20 (2)  Use of External Information Systems | Portable Storage Devices
AC-20 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451271463]AC-21	Information Sharing
Your organization facilitates information sharing by enabling authorized users outside of your organization access to your systems.  Your organization establishes policies in compliance with all appropriate regulations defining the appropriate assigned access authorizations of the external partner.  Additionally, your organization employs a list of defined information sharing circumstances and automated mechanisms or manual processes required to assist users in making information sharing/collaboration decisions.
This control applies to information that may be restricted in some manner (e.g., privileged medical, contract-sensitive, proprietary, personally identifiable information, special access programs/compartments) based on some formal or administrative determination. Depending on the information-sharing circumstance, the sharing partner may be defined at the individual, group, or organization level and information may be defined by specific content, type, or security categorization.
The information system employs automated mechanisms to enable authorized users to make information-sharing decisions based on access authorizations of sharing partners and access restrictions on shared information.
Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for AC-21.

AC-21 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.

[bookmark: _Toc451271464]AC-22	Publicly Accessible Content
In accordance with federal laws, Executive Orders, directives, policies, regulations, standards, and/or guidance, the general public is not authorized to access nonpublic information (e.g., information protected under the Privacy Act and proprietary information). This control addresses information systems controlled by your organization and accessible to the general public, typically without identification or authentication. Your organization defines the policies covering the posting of information on non-state information systems.

The state entity does the following to safely publish or distribute publicly accessible content:

a) Designates individuals authorized to post information onto a publicly accessible information system
b) Trains authorized individuals to ensure that publicly accessible information does not contain nonpublic information;
c) Reviews the proposed content of information prior to posting onto the publicly accessible information system preventing the inclusion of nonpublic information; and
d) Reviews the content on the publicly accessible information system for nonpublic information on a regular basis and removes such information, if discovered.

Step 3 - System Specific Security Controls (In-depth Security Controls) references no sub controls for AC-22.

AC-22 Baseline Allocation Control Recommendations:
Determine the security level for the Baseline Allocation utilizing a low, medium, or high prioritization matrix.
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