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[bookmark: _Toc446664392][bookmark: _Toc446917700]1. Authentication Verifier:
An Authentication Verifier is a piece of information that is held in confidence by an individual and used to prove that the person is who they say they are.  In some instances, an Authentication Verifier may be shared amongst a small group of individuals.  An Authentication Verifier may also be used to prove the identity of a system or service.  Examples include, but are not limited to:
· Passwords
· Share Secrets
· Cryptographic private keys
[bookmark: _Toc446664393][bookmark: _Toc446917701]2.  Electronic Protected Health Information
EPHI is defined as any Protected Health Information ("PHI") that is stored in or transmitted by electronic media. For the purpose of this definition, electronic media includes:
· Electronic storage media includes computer hard drives and any removable and/or transportable digital memory medium, such as magnetic tape or disk, optical disk, or digital memory card.
· Transmission media used to exchange information already in electronic storage media.  Transmission media includes, for example, the Internet, an extranet (using Internet technology to link a business with information accessible only to collaborating parties), leased lines, dial-up lines, private networks and the physical movement of removable and/or transportable electronic storage media.  Certain transmissions, including of paper, via facsimile, and of voice, via telephone, are not considered to be transmissions via electronic media because the information being exchanged did not exists in electronic form before the transmission.
[bookmark: _Toc446664394][bookmark: _Toc446917702]3.  Federal Tax Information ("FTI")
FTI is defined as any return, return information or taxpayer return information that is entrusted to the organization by the Internal Revenue Services. See Internal Revenue Service Publication 1075 Exhibit 2 for more information.

___________________
 From Carnegie Mellon University http://www.cmu.edu/iso/governance/guidelines/Information-classification.html#classification
[bookmark: _Toc446664395][bookmark: _Toc446917703]4.  Payment Card Information 
Payment card information is defined as a credit card number (also referred to as a primary account number or PAN) in combination with one or more of the following Information elements:
•Cardholder name
•Service code
•Expiration date
•CVC2, CVV2 or CID value
•PIN or PIN block
•Contents of a credit card’s magnetic stripe

[bookmark: _Toc446664396][bookmark: _Toc446917704]5.  Personally Identifiable Education Records
Personally Identifiable Education Records are defined as any Education Records that contain one or more of the following personal identifiers:
•Name of the student
•Name of the student’s parent(s) or other family member(s)
•Social security number
•Student number
•A list of personal characteristics that would make the student’s identity easily traceable
•Any other information or identifier that would make the student’s identity easily traceable
[bookmark: _Toc446664397][bookmark: _Toc446917705]6.  Personally Identifiable Information
PII is defined as a person’s first name or first initial and last name in combination with one or more of the following Information elements:
•Social security number
•State-issued driver’s license number
•State-issued identification card number
•Financial account number in combination with a security code, access code or password that would permit access to the account
•Medical and/or health insurance information
[bookmark: _Toc446664398][bookmark: _Toc446917706]7.  Protected Health Information ("PHI")
PHI is defined as "individually identifiable health information" transmitted by electronic media, maintained in electronic media or transmitted or maintained in any other form or medium by a Covered Component, as defined in Carnegie Mellon’s HIPAA Policy. PHI is considered individually identifiable if it contains one or more of the following identifiers:
· Name
· Address (street address, city, county, zip code)
· All elements of dates (except year) related to an individual
· Telephone numbers
· Fax numbers
· Electronic mail addresses
· Social security numbers
· Medical record numbers
· Health plan beneficiary numbers
· Account numbers
· Certificate/license numbers
· Vehicle identifiers and serial numbers, including license plate number
· Device identifiers and serial numbers
· Universal Resource Locators (URLs)
· Internet protocol (IP) addresses
· Biometric identifiers, including finger and voice prints
· Full face photographic images and any comparable images
· Any other unique identifying number, characteristic or code that could identify an individual

[bookmark: _Toc446664399][bookmark: _Toc446917707]8.  Controlled Technical Information (“CIT”) otherwise none as Proprietary Information:
Controlled Technical Information means "technical information with military or space application that is subject to controls on the access, use, reproduction, modification, performance, display, release, disclosure, or dissemination"



California Office of Information Security	Page 4

image1.png
TaTormarion Terhnology Leadership Atodemy




image10.png




image11.png




image2.png




image3.png




image4.png
= A
p—




image5.png




image6.png




image7.png




image8.png




image9.png
= A
p—




image7.jpeg




