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1 Overview

1.1 Background

The primary purpose of this questionnaire is to understand the business impact to your organization if an incident or disaster causes a major outage to the <<ENTITY>>. This questionnaire is the first step in the Business Impact Analysis (BIA) process. The BIA is a standard tool in the Business Continuity Management (BCM) program lifecycle to identify the operational, financial, regulatory, and reputational impacts of a business outage. 
1.2 Logistics

1.2.1 Please rename this file first

Select “File: Save As” on the upper left of Microsoft Word and save this file with the following naming convention:

ENTITY_Organization_BIA Questionnaire_2011xxxx
Replace organization with the name of your branch or section and list the month and day for xxxx (After 2011; e.g. 20111001 is October 1, 2011). Thus, the form completed by Human Resources Services Division on October 1, 2011 will have this file name:

AGENCY_HR_BIA Questionnaire_20111001

1.2.2 Provide contact information for person who completed this questionnaire

Please put the name and contact information for the individual who completed this questionnaire. If multiple individuals participated in the completion of the questionnaire, please copy the table below and list each individual separately.

	Name:
	

	Organization:
	

	Phone Number:
	

	Email Address:
	


1.2.3 Complete and return questionnaire to the ISO
Please complete and return this questionnaire via email as soon as possible. Send to infosec@Agency.ca.gov.  Contact the ISO at <Phn> with questions or comments:

2 Determine business processes and recovery criticality

Business processes are identified and the impact of a disruption to those processes is determined along with outage impacts and estimated downtime. The downtime should reflect the maximum time that an organization can tolerate while still maintaining the mission. 

2.1 Business Processes

Please list the major business processes your organization is responsible for. This list typically has a minimum of 3 or 4 major processes and sometimes includes a dozen or more. Also give a brief description of the process listed. The description should be one or two paragraphs. The description should indicate if this is a revenue producing process and / or what value this provides to the <<AGENCY>>. Once complete, copy the list of processes to all subsequent questions in sections 2 & 3 (up to section 3.3); these questions going forward will pertain to each process listed below. 
	Business Process 
	Description

	EXAMPLE - Payroll 
	Compensation is paid to all AGENCY staff monthly. Most receive compensation via direct deposit. The State Controller’s Office actually processes the payroll based on information provided by the AGENCY.

	1. 
	

	2. 
	

	3. 
	

	4. 
	

	5. 
	


2.2 Non – IT dependencies for your Process

What non-IT dependencies does your process have? Does this process depend on any outside services or products for its successful completion? Who provides you information, product, and / or work? Who do you provide information, product, and / or work to? Are the dependencies internal or external? Who do you rely upon (key internal / external vendors / suppliers) for your day to day operations?  If you have a process flow chart, standard operation procedures, etc. that describes this information please attach this information to your completed questionnaire. 

	Business Process 
	Work Inflow - What do you receive and from whom?
	Work Outflow - 

What do you produce and to whom?
	Comments 

	EXAMPLE - Payroll
	Receive electronic timecards from business units and process 
	Send payroll tape to SCO 
	This must be completed by the 20th for the monthly pay cycle

	1. 
	
	
	

	2. 
	
	
	

	3. 
	
	
	

	4. 
	
	
	

	5. 
	
	
	


2.3 Business Impact if Process is Unavailable
For each business process identified earlier, use the table below to describe the impact (operational, financial, regulatory or reputational) to your organization and the <<ENTITY>> if the process is not available. Also describe any manual workarounds you may be able to use in lieu of normal operations (i.e. no IT systems or workspace). Lastly, define the MTD for each process. The Maximum Tolerable Downtime (MTD) defines how long your organization can operate without the process. Take into consideration the ability, or lack of, to manually continue your critical operations. Use the following guidance when determining the MTD:

· MTD of < 24 hours: A disruption to this business process will have a major and significant operational, financial, regulatory, and / or reputational impact to the <<ENTITY>>. Continuance or resumption of this process is desired as soon as possible but no longer than 24 hours.
· MTD of 1 - 5 days: A disruption to this business process will have a moderate operational, financial, regulatory, and / or reputational impact to the <<ENTITY>>. Continuance or resumption of this process is desired between 1 and 5 days 

· MTD of 6 days or more: A disruption to this business process will have a minor operational, financial, regulatory, and / or reputational impact to the <<ENTITY>>. The resumption of this process is important but is not time-sensitive to the <<ENTITY>>.

	Business Process 
	Impact to ENTITY if process  is not available; Include manual workaround if applicable
	Max. Tolerable Downtime (MTD)

	Payroll - Example
	Operational: Employees would not be paid
	2 Days

	1. 
	Financial (For every normal business day that this process cannot be performed state the following):

Loss of Revenue:   $ N / A              

Explain:

Increased Costs:    $ 1K – 5K per day possible       

Explain: Overtime costs are likely
Fines or Penalties  $ Unknown              

Explain: Depending on delay, could have fines imposed

	

	2. 
	Regulatory / Reputational (Examples are legal liability, personal damage, public harm or loss of goodwill, poor public image, embarrassment): Loss of goodwill and poor image with staff; depending on length of delay there may be some regulatory issues
	

	3. 
	Manual Workaround Y or N? If Y, Describe: May be able to run previous week’s payroll but do not have procedure in place to do so. This should also include  policy and processes for pay advances, etc. 
	

	4. 
	Operational: 
	

	5. 
	Financial (For every normal business day that this process cannot be performed state the following):

Loss of Revenue:   $               

Explain:

Increased Costs:    $               

Explain:

Fines or Penalties  $               

Explain:


	

	6. 
	Regulatory / Reputational (Examples are legal liability, personal damage, public harm or loss of goodwill, poor public image, embarrassment):
	

	7. 
	Manual Workaround Y or N? If Y, Describe: 
	

	8. 
	Operational: 
	

	9. 
	Financial (For every normal business day that this process cannot be performed state the following):

Loss of Revenue:   $               

Explain:

Increased Costs:    $               

Explain:

Fines or Penalties  $               

Explain:


	

	10. 
	Regulatory / Reputational (Examples are legal liability, personal damage, public harm or loss of goodwill, poor public image, embarrassment):
	

	11. 
	Manual Workaround Y or N? If Y, Describe: 
	

	12. 
	Operational: 
	

	13. 
	Financial (For every normal business day that this process cannot be performed state the following):

Loss of Revenue:   $               

Explain:

Increased Costs:    $               

Explain:

Fines or Penalties  $               

Explain:


	

	14. 
	Regulatory / Reputational (Examples are legal liability, personal damage, public harm or loss of goodwill, poor public image, embarrassment):
	

	15. 
	Manual Workaround Y or N? If Y, Describe: 
	

	16. 
	Operational: 
	

	17. 
	Financial (For every normal business day that this process cannot be performed state the following):

Loss of Revenue:   $               

Explain:

Increased Costs:    $               

Explain:

Fines or Penalties  $               

Explain:


	

	18. 
	Regulatory / Reputational (Examples are legal liability, personal damage, public harm or loss of goodwill, poor public image, embarrassment):
	

	19. 
	Manual Workaround Y or N? If Y, Describe: 
	

	20. 
	Operational: 
	

	21. 
	Financial (For every normal business day that this process cannot be performed state the following):

Loss of Revenue:   $               

Explain:

Increased Costs:    $               

Explain:

Fines or Penalties  $               

Explain:


	

	22. 
	Regulatory / Reputational (Examples are legal liability, personal damage, public harm or loss of goodwill, poor public image, embarrassment):
	

	23. 
	Manual Workaround Y or N? If Y, Describe: 
	

	
	
	

	
	
	

	
	
	


3 Identify Resource Requirements 
Realistic recovery efforts require a thorough evaluation of the resources required to resume business processes and related interdependencies as quickly as possible. Examples of resources that will be identified include facilities, personnel, equipment, software, data files, system components, and vital records.
3.1 Facilities

What <<ENTITY>> facilities do these processes take place at? Generally speaking, the location(s) the processes takes place is where <<ENTITY>> staff resides who are dedicated to the processes. Please put an ‘X’ for each location in the table below.

	Business Process Location(s)
	Downtown Sacramento
	Outside of Downtown Sacramento

	
	Addr1
	Addr2
	Addr3
	Addr4
	Loc1
	Loc2
	Loc3
	Loc4
	Other

	EXAMPLE – Payroll
	X
	
	
	
	
	
	
	
	

	1. 
	
	
	
	
	
	
	
	
	

	2. 
	
	
	
	
	
	
	
	
	

	3. 
	
	
	
	
	
	
	
	
	

	4. 
	
	
	
	
	
	
	
	
	

	5. 
	
	
	
	
	
	
	
	
	


3.2 Personnel

3.2.1 Organizational Structure

What is the structure of the organization responsible for the business processes included in this questionnaire? Please insert organization charts here or include as a separate attachment when returning this completed questionnaire. If organization charts are not available, please describe the organization (name of organization, number of staff, etc.). 
3.2.2 Staffing levels – Day to Day Operations

How many <<ENTITY>> staff performs or support the processes normal day to day operations? Please indicate the number of staff in the table below for each location where the process is performed. 

	Business Process Location(s)
	Downtown Sacramento
	Outside of Downtown Sacramento

	
	Addr1
	Addr2
	Addr3
	Addr4
	Loc1
	Loc2
	Loc3
	Loc4
	Other

	EXAMPLE – Payroll
	4
	0
	0
	0
	0
	0
	0
	0
	0

	1. 
	
	
	
	
	
	
	
	
	

	2. 
	
	
	
	
	
	
	
	
	

	3. 
	
	
	
	
	
	
	
	
	

	4. 
	
	
	
	
	
	
	
	
	

	5. 
	
	
	
	
	
	
	
	
	


3.2.3 Staffing levels – Minimal Levels

What is the number of staff needed to perform the function at minimal levels (not business as usual) if a major incident or disaster impacted operations? Please indicate the number of staff in the table below for each location where the function is performed.
	Business Process Location(s)
	Downtown Sacramento
	Outside of Downtown Sacramento

	
	Addr1
	Addr2
	Addr3
	Addr4
	Loc1
	Loc2
	Loc3
	Loc4
	Other

	EXAMPLE – Payroll
	1
	0
	0
	0
	0
	0
	0
	0
	0

	1. 
	
	
	
	
	
	
	
	
	

	2. 
	
	
	
	
	
	
	
	
	

	3. 
	
	
	
	
	
	
	
	
	

	4. 
	
	
	
	
	
	
	
	
	

	5. 
	
	
	
	
	
	
	
	
	


3.3 Vital Records

A vital record is defined as a record that must be preserved and available for retrieval if needed. It is also defined as a necessary piece of information required to recover or perform the business process. This may include large contact lists for <<ENTITY>> Staff or application recovery script, for example, that are too large to be included in the CPB. Please list all ‘vital records’ required for the business process listed in the table below. Insert additional rows if needed. Vital records may be contained on a wide variety of media including, but not limited to, electronic (including tape, disk, and CD-ROM), hard copy (normally paper), microfilm, and microfiche.
	Vital Record 
	Needed By what Business Process?
	Locations Stored / Comments

	Example – Employee payroll list
	Process #1 (Payroll)
	Iron Mountain

	1. 
	
	

	2. 
	
	

	3. 
	
	

	4. 
	
	

	5. 
	
	

	6. 
	
	

	7. 
	
	

	8. 
	
	

	9. 
	
	

	10. 
	
	


3.4 Equipment or Non-IT Resources

Is there specific or specialized equipment needed to perform the process that may not be available or easily replaced if a major incident or disaster occurred? An example is specialized office equipment. Generally speaking, any equipment needed to perform the process. Insert additional rows if needed.

.

	Equipment or Non-IT Resource
	Quantity – if applicable
	Supports What Business Process?

	EXAMPLE – MICR printer / check stock
	1 
	Process #1

	1. 
	
	

	2. 
	
	

	3. 
	
	

	4. 
	
	

	5. 
	
	

	6. 
	
	

	7. 
	
	

	8. 
	
	

	9. 
	
	

	10. 
	
	


4 Identify Recovery Priorities for System Resources
Based upon the results from the previous sections, systems and applications can be linked more clearly to the critical or time sensitive business processes. Priority levels will be established for sequencing recovery activities and resources. 

4.1 Applications

Please list all Information Technology (IT) systems or applications required for your organization for the process your organization performs. Indicate the desired Recovery Time Objective (RTO) and the Recovery Point Objective (RPO) indicating the time in hours or days. The RTO should not be more aggressive than the process it supports but may be influenced by the availability of a manual workaround; i.e. if there is a viable manual workaround the RTO may be longer. Use the following guidance when determining the RTO:

· RTO of 24 hours or less: A disruption to this application will have a severe or catastrophic adverse effect on the AGENCY business process it supports. Continuance or resumption of this process is desired as soon as possible but no longer than 24 hours

· RTO of 2 - 5 days: A disruption to this application will have a serious adverse effect on the AGENCY business process it supports. Continuance or resumption of this process is desired between 1 and 5 days 

· RTO of 6 days or more: A disruption to this application will have a limited adverse effect on the AGENCY business process it supports. The resumption of this process is important but is not time-sensitive to the AGENCY.

*Add other comments as needed. Insert additional rows if needed.

	System or Application / Description
	RTO – How soon is the application needed?   
	RPO – How old can the data be once the application is up?
	Comments – Please identify which processes this system or application supports (all, some)

	EXAMPLE - Sharepoint
	72 hours
	24 hours
	Processes 1-2 & 5

	Example – AGENCYCOM 
	2 weeks
	24 hours
	Processes 4 & 5

	1. 
	
	
	

	2. 
	
	
	

	3. 
	
	
	


5 Additional Information

5.1 Previous Outages

Has your organization experienced a major outage or suffered down-time that impacted any of the processes you’ve included in this questionnaire? Y  FORMCHECKBOX 
 N  FORMCHECKBOX 
* 

*Select box with left mouse click, right click and select ‘properties’, then mark ‘checked’ for box you select
If yes, state how long the outage was and what impact (operational / financial, etc.) this had to your process. (Short Example – The Los Angeles field office was impacted by an earthquake; offline 48 hours and then running in degraded mode for 1 week due to power issues.)

5.2 Other Comments

Please provide any other information or comments below, if needed, that may be helpful for determining the recovery prioritization of the business process (RTO) performed by your organization. 
- END OF QUESTIONNAIRE -
