2007 Symposium Survey Questions


1. What are the designations of the information security officer and the privacy officer duties in your agency?  







A. Each role has its own designation




   45.79%
B. One individual is designated for both roles



   33.68%
C. There is currently no designation for either role 


     5.79%
D. What is a privacy officer?





   14.79%
Number of Responses: 190
2. What is the resource allocation for your agency’s information security officer position?

A. Full time







   49.60%
B. Part time







   24%
C. Intermittent, when an incident occurs




   20%
D. What is an information security officer?  



     6.40%
Number of Responses: 125
3. From your agency’s perspective, what is your top security concern?

A. Confidentiality (protecting information from unauthorized disclosure) 21.39%
B. Availability (keeping systems up and running)


     5.88%
C. Integrity  (ensuring the accuracy of information)


     3.74%
D. All of the above, because they are equally important.  
   
   68.98% 
Number of Responses: 187
4. Among the many cyber threats, I am most concerned about
A. Internal threats (malicious employees; inattentive, complacent or 


untrained employees; contractors and outsourced services) 
   36.90%
B. External threats (hacking, malicious code, interruption of services)    32.62%
C. Securing emerging technologies (wireless, remote access, 
mobile device capabilities, online services)



   27.27%
D. I don’t have time to be concerned about these things, that’s why
I have an ISO and CIO.





     3.21%
Number of Responses: 187
5. How frequently do you discuss security issues with your agency director or chief deputy director?

A. At least once weekly






   24.79%
B. At least once monthly






   24.79%
C. When issues arise






   35.90%
D. Never 








   14.53%
Number of Responses: 117

6. Who does your agency’s ISO directly report to?

A. Director/Chief Deputy Director




53.02%
B. Legal or Internal Audit Director/Manager



 4.70%
C. CIO 








18.79%
D. Other Branch/Division Manager




15.44%
E. Other








 8.05%
Number of Responses: 149
7. What other jurisdictions do you maintain communication with for information sharing on security-related issues? 

A. State agency representatives only




33.66%

B. State agencies and counties





21.78%

C. State agencies, counties, cities




10.89%

D. State agencies, counties, cities and higher education 

26.73%
E. None








  6.93%
Number of Responses: 101

8. Do your employees know how to recognize an information security incident and would they know who to contact?
A. Yes, we have a documented and tested plan and process
 in place







36.54%
B. Yes, employees have been trained, but the process is not 
Documented







10.58%
C. It seems some do and some don’t




44.23%
D. No, we don’t have incidents!




 
  8.65%
Number of Responses: 104
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