State Information Security Office (SISO)

Incident Notification Process Overview
Introduction:
The following steps generally outline the procedures that the SISO currently uses for the Incident Notification Process.  The attached Chart provides graphical details about the Process.

Step One: 

An individual discovering an incident is to report the incident immediately to their Department Information Security Officer (ISO).  

Step Two:

The Department Information Security Officer is to immediately report the incident to their management and CHP's Emergency Notification and Tactical Alert Center (ENTAC), and then take appropriate steps to contain the incident. 
Step Three:  
ENTAC will immediately notify the CHP's Computer Crimes Investigation Unit (CCIU) and the State Information Security Office (SISO).  This notification is made simultaneously.
Step Four: 
Within 24 hours (current response time is within 2 hours for most incidents), the SISO will contact the reporting agency to obtain additional details about the incident in order to ascertain the scope and impact of the incident.  There are two defined decision trees that assist the SISO staff in making the appropriate assessment of an incident.  

A. Decision Tree #1 - SISO Provides Recommendations/Guidance to the Department Regarding Incident and Notification to Others
The SISO will work with the reporting department to ensure critical aspects of incident management are addressed including, but not limited to, facilitation of key decisions about the communications plan, making notifications to others, and the need for coordination efforts or assistance by others. This process is comparable to establishing an incident command in response to physical security incidents.  Some of the key questions answered and protocol established in this initial period are as follows: 

· Who will lead the incident command?

· Who must be notified?

· How will notification be made?

· What will the notification say?

· Who will make notification?
· How will updates be handled? 

· Who will be the primary Point of Contact (POC) for media inquiries?

· Does the department need assistance with incident response and/or recovery?

***NOTE: Email and Internet may not be available communication tools
B. Decision Tree #2 - SISO Makes Notifications Based Upon Discussions with Department
SISO staff contact appropriate entities to advise them of the incident or request further assistance of them.  This may include departmental ISOs, federal contacts, the intelligence community, the California Office of HIPAA Implementation, or the California Office of Privacy Protection.   For example, when an incident occurs where a Health Insurance Portability and Accountability Act (HIPAA) covered agency has electronic health information lost or stolen, California Office of HIPAA Implementation (CalOHI) is notified so that they may take any appropriate actions.

The SIOS will notify the State CIO if needed.  The SISO and the State CIO will determine if departmental CIOs should be notified.  If notification is needed, the State CIO will notify departmental CIOs.
Step Five:  
Appropriate notifications are made and actions are taken to contain, resolve and recover from the incident.  The Department prepares and submits a follow-up written report to the SISO, and the Department or SISO will facilitate a lessons learned meeting to identify and implement a plan for areas of improvement. 
Chart Acronyms

CalOHI – California Office of HIPAA Implementation

CHP CCIU – California Highway Patrol Computer Crimes Information Unit

CHP ENTAC – California Highway Patrol Emergency Notification and Tactical Alert Center

CIO – Chief Information Officer

ISO – Information Security Officer

OES – Office of Emergency Services

OHS – Office of Homeland Security

MS-ISAC – Multi-State Information Sharing and Analysis Center

SISO – State Information Security Office

SIMM – Statewide Information Management Manual

US-CERT – United States Computer Emergency Readiness Team
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