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   Mark your calendar for Wednesday, October 10, 2007 where we will sponsor a very special full-day cyber security event!  The State Information Security Office, in collaboration with CalOHI, will present an executive symposium to raise awareness about cyber security.  More information to come shortly!
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Did you know there are some GREAT resources available that can provide you, or your technical employees, excellent advice and tips for standards, properly securing operating systems, applications, and other network components, and conducting risk assessments.  Spend some time getting to know:
· International Organization for Standardization (ISO) 17799 – a comprehensive set of controls comprising best practices in information security 

· National Security Agency – Security Configuration Guides - http://www.nsa.gov/ snac/index.cfm?MenuID=scg10.3.1
· U.S. Dept. of Homeland Security – Build In Security at https://buildsecurityin.us-cert.gov/ daisy/bsi/home.html 
· National Institute of Standards and Technology (NIST) – Computer Security Resource Center - http://csrc.nist.gov/ publications/nistpubs/index.html  

· Federal Information Systems Management Act (FISMA) – Control and compliance framework -http://iase.disa.mil/fisma/ index.html
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Do you have some ideas to improve information security in state government?  Give us a call or send us an e-mail.  We'd love to chat!


· ISO Roles and Responsibilities Guideline – Your feedback on this document is needed!  Don't forget to provide it to us..
· Risk Assessment Toolkit – a set of tools that agencies can use to conduct risk self-assessments to identify vulnerabilities and improve their information security programs.
· Operational Recovery and COOP/COG –Alignment of processes, terminology, and reporting requirements. 
· Updated Information Security Program Guidelines – Updated information and recommendations agencies can use to continuously enhance their information security programs.
· Internet Use Policy and Guideline – a policy, which has been vetted through the unions, for employees and contractors who use the Internet and guideline recommendations for agencies to follow in implementing the recommended policy.




Mark your calendars for the upcoming ISO Meetings:
Dates: 9/13/07, 11/8/07, 1/10/08, 3/13/08, 7/10/08, 9/11/08, and 11/13/08
Time:  9:30AM - 11:30AM   

Location:  Employment Development Department (EDD) Auditorium, 722 Capitol Mall, Sacramento
[image: image1.wmf]


Contact us:  California State Information Security Office at security@dof.ca.gov / (916) 445-5239
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