AGENCY INFORMATION SECURITY INCIDENT 
NOTIFICATION AND REPORTING INSTRUCTIONS

Incident Notification 
State policy requires agencies to follow this notification process when information security incidents occur. SAM Section 5350.2 identifies the notifications conditions outlined by this requirement.  Typically, it is each agency's Information Security Officer's (ISO) responsibility to notify the proper authorities following these steps:  

1. Responsibility of the agency ISO or backup ISO: 
Call (916) 843-4199 immediately to report the incident. This number is a 24-hour phone line at the California Highway Patrol (CHP) Emergency Notification and Tactical Alert Center (ENTAC). The CHP contact will require specific information about the incident and will forward that information to the Office of Information Security and to the Computer Crimes Investigation Unit (CCIU at the CHP). 
2. Guidance for reporting the incident can be located on CHP's Web site at www.chp.ca.gov under "Computer Crime Reporting for State Agencies." If available, the following information should be gathered before calling ENTAC:
· Name and address of the reporting agency 

· Name, address, e-mail address, and phone number(s) of the reporting person 

· Name, address, e-mail address, and phone number(s) of the ISO 

· Name, address, e-mail address, and phone number(s) of the alternate contact (e.g., alternate ISO, system administrator, etc.) 

· Description of the incident
· Date and time the incident occurred 

· Date and time the incident was discovered 

· Make / model of the affected computer(s) 

· IP address of the affected computer(s) 

· Assigned name of the affected computer(s) 

· Operating system of the affected computer(s) 

· Location of the affected computer(s)
· Actions taken prior to contacting ENTAC
3. During this notification process, it is important to report if the incident involves personally identifiable information, such as notice-triggering personal information, protected health information, or electronic health information, as defined in SAM Section 5320.5. 
4. The CCIU or the Office of Information Security may contact the agency for additional information or further investigation. 
Incident Reporting
An Agency Information Security Incident Report (SIMM 65C) outlining the details of the incident and corrective action to be taken must be completed and forwarded to the Office of Information Security within 10 business days following notification of the incident, per SAM Section 5350.1. The report must be signed by the agency director and the Information Security Officer. 

Incident reports should be mailed to:
California Technology Agency

Attention:  Office of Information Security 
P.O. Box 1810, Mail Stop Y-12
Rancho Cordova, CA 95741-1810
Questions may be directed to security@state.ca.gov or by calling (916) 445-5239.
California Technology Agency, Office of Information Security 
Page 1 of 2
Agency Information Security Incident Notification and Reporting Instructions (SIMM 65B)
                                          August 2012

