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I.  INTRODUCTION
A.  Purpose
<AGENCY NAME> must comply with established laws and policies governing the protection of information assets held and used in the administration of its programs.  This records inventory and data classification process has been developed in which to support <AGENCY NAME> compliance with the requirements identified below, as well as other related compliance efforts.  These others include, but are not limited to, record retention, business continuity, and emergency and operational recovery requirements.
B.  Statutory and Policy Requirements

The State Records Management Act (Government Code Sections 14740 through 14768), and State Administrative Manual (SAM) Chapter 1600, Records Management requires all state agencies to conduct an inventory of all records, identify and protect essential records, and establish retention schedules consistent with the legal authority for maintenance and disposal of records.

Further, SAM Chapter 5300, Information Security and Privacy Protection and Budget Letter 05-08 require all state agencies to classify records as Public, Confidential or Sensitive to ensure appropriate safeguards are established to prevent unauthorized disclosure of confidential and sensitive information.

C.  Process
1. Each Branch Division will designate an individual responsible for the management of records within their division.  

2. The individual will be trained by the <INSERT APPLICABLE AGENCY SPECIFIC INFORMATION> on how to identify record systems and complete the records inventory and data classification survey worksheets.  The survey gathers essential information about the record systems identified.
3. The survey data will feed into the various requisite control agency and/or compliance documents and reports.
D.  Update Schedule and Process
Most of the requisite compliance reports are due annually; thus, the inventory process will be conducted on an annual basis.  However, <INSERT APPLICABLE AGENCY SPECIFIC INFORMATION> is currently working with the Information Technology Services (ITS) Division to develop a database to simplify the annual update process and minimize impact to business operations.  The database would allow <INSERT APPLICABLE AGENCY SPECIFIC INFORMATION> to import the data collected from this initial process and allow the Branch Division designees to make real-time updates to the database as changes in their area occur and provide control agency reporting Officers the ability to electronically generate compliance reports; thus simplifying the annual reporting processes and easing the burden on business operations.
II.  INSTRUCTIONS FOR COMPLETING WORKSHEETS
PART I:  RECORDS MANAGEMENT 
A.  Office/Ownership Information
Part I-A questions must be completed once per office/unit completing this survey.
Enter the owner and contact information in the data fields provided or by selecting from the drop down menus provided. 
B.  Policy & Procedures
Part I-B questions must be completed once per office/unit completing this survey.
Use the data entry fields, checkbox options and drop down menus provided to respond to survey questions about current policies and procedures.
1. Privacy Policy Statement Posted

Is your department’s/agency’s privacy policy statement posted in the public entrance of each of your offices? Yes or no.  If no, please identify the offices which lack posting.
2. Rules of Conduct

a. Do you have written rules of conduct or procedures for staff involved with records containing personal information?  Yes or no.  If yes, provide the standard or commonly known document reference (e.g., <INSERT APPLICABLE AGENCY SPECIFIC INFORMATION>, Personnel Management Handbook) in the space provided, or if this not a standard or commonly referenced document or if this is an office specific policy or procedure attach a copy.

b. I If you answered  no to the above, then proceed to question 3.  If you answered yes to the above, then answer the following.  Do these rules apply to your employees who design, develop, operate and maintain records systems? Yes or no.
3. Access Guidelines for Record Subjects

Do you have written regulations or published guidelines on how individuals can get access to their own records (i.e. to inspect, get copies, request amendments or file statements disputing information in the records)? Yes or no. If yes, provide the commonly known document reference in the space provided or if this not a standard or commonly referenced document or if this is an office specific policy or procedure attach a copy.

4. Public Records Act Disclosures  

Do you have written procedures for how you respond to Public Records Act requests?  Yes or no.  If yes, provide the commonly known document reference in the space provided or if this not a standard or commonly referenced document or if this is an office specific policy or procedure attach a copy.

5. Procedure for Reporting Privacy/Security Incidents    

Do you have a written procedure for reporting privacy/security incidents that may involve confidential, personal or sensitive information? Yes or no. If yes, provide the commonly known document reference in the space provided or if this not a standard or commonly referenced document or if this is an office specific policy or procedure attach a copy.

C.  Data Recovery & Facility Concerns
Part I-C questions must be completed once for each office location; thus, field offices will need to complete one for each facility within their area of responsibility (e.g., remote hearing facilities, outstations, etc.).  If a facility is shared by multiple field offices the response will need to be coordinated with the designee(s) from the other field office(s) to ensure a single response is submitted for that facility.
Identify the office name and address in the data entry field found at the top of this section.  Use the additional data entry fields, checkbox options and drop down menus to respond to survey questions one through twenty in this section.  Complete and attach additional copies of this form as necessary for multiple locations. 
Data Recovery Concerns
1. Does this office perform local network and/or server (system) back-ups?  Use the check box to indicate “Yes” or “No”.

2. If yes to number one above, use the data entry field to specify the first and last name of the individual(s) responsible for performing the back-up function. 

3. If yes, to number one above, use the data entry field to specify the type of media used to perform the back-up function.  Reference supply order or product labels and/or packaging to identify the type of media used.

4. If yes, to number one above, use the drop down menu to identify the frequency in which the back-up function is performed.
5. If yes, to number one above, use the data entry field to specify the time the back-up function is performed.  Then use the checkbox option to specify “AM” or “PM”.

6. If yes, to number one above, use the data entry field to specify the location and complete address where the back-ups are stored.  For example, is back-up media left in the server room at this location, mailed to another office location, or picked-up by an off-site storage company?  
Facility Concerns

7. Use the drop down menu to specify the type of region/geographical this facility is located in.

8. Use the drop down menu to specify the type of building this office is located in.
9. Use the drop down menu to specify whether the building is shared with other organizations or occupied solely by <AGENCY NAME>.
10. Use the drop down menu to specify the number of floors in this building.
11. Use the drop down menu to specify the number of floors in this building your office occupies.
12. Use the drop down menu to specify which floor(s) in this building the computer equipment, for your office, is located.  Note computer equipment includes all desktops, laptops, printers, and scanners.

13. Use the drop down menu to specify which floor(s) the network and/or server equipment in this building is located.  Note this type of equipment is usually maintained in a separate and isolated area such as a closet or small designated utility (telephone, electrical power, etc.) room.
14. Use the drop down menu to specify which floor(s) the telecommunication equipment for this building is located.  Note this type of equipment is usually maintained in a separate and isolated area such as a closet or small designated utility (telephone, electrical power, etc.) room.

15. Use the checkbox option to specify if the room or closet location for the network and/or server is secured with a locking door. Specify “Yes” or “No”.  If no, use the data entry field to provide further explanation.
16. Use the data entry fields to specify the first and last name of the individual(s) responsible for emergency response/building evacuation.  Identify the designated coordinator for this office and their back-up.  The person(s) may not be an employee in your cost center if the office/building is shared with others.
17. Use the check box option to specify if this office conducts and/or participates in regular emergency evacuation drills.  Specify “Yes” or “No”.  If no, use the data entry field to provide further explanation.

18. Use the drop down menu to identify the regular frequency of emergency evacuation drills conducted at this office.  

19. Use the check box option to identify what type(s) of natural disasters this region/geographical area is susceptible to (e.g., earthquakes, fires, flooding, etc.).  Select all that apply. 
20. Use the drop down menu to specify the level of risk and or likelihood of occurrence for each type of disaster identified in response to question 19 above.  For example specify if the disaster risk is High-Very likely to occur; Medium-Somewhat likely; or Low-Not very likely to occur. 
PROCEED TO PART II.
PART II:  INVENTORY OF RECORDS 
The following Part II questions must be completed once for each records series (system) identified (paper and electronic).  Multiple entries for a single location can be made on a single worksheet; however, if entries exceed a single page complete and attach additional copies of the worksheet.  Complete a separate worksheet for each location.
Use the data entry fields, checkbox options and drop down menus to complete this part of the survey.  You may skip any question which has been identified as a Phase II Activity. 
1. Name of Owner and Person Responsible for Management of Agency Records
A) Owner: Name and address of agency/department/division/program owning records series/system. For example, <INSERT AGENCY SPECIFIC EXAMPLES>. 

B) Contact: Name, title and business contact information (phone, address) of agency official responsible for the records system.  

2. Records Series 
Specify the title/subtitle of the records series.  A records series is defined as a group of related records under a single filing category that deal with a particular subject or result from the same activity.  Records series is also referred to as a records system and/or a group of records maintained by an agency for official purposes.  A subtitle may be used for those records filed as separate components under a main record series title.  See the table below for examples: 
	Record Series Title
	Record Series Sub-Title

	Employment Records
	Official Personnel File (OPF)

	Employment Records
	Records of Attendance 

	Software Management Records
	Software License Agreements

	Software Management Records
	Software Inventory

	<INSERT AGENCY SPECIFIC EXAMPLE> Reports
	<INSERT AGENCY SPECIFIC EXAMPLE>  Reports

	<INSERT AGENCY SPECIFIC EXAMPLE>  Reports
	<INSERT AGENCY SPECIFIC EXAMPLE> Report


It is important that the title of each record series be as accurate as possible, since all future references to the records will be by the record series name.  Vague titles, such as “Corporate Papers” or “Official Documents” or “Vital Correspondence” should not be used.  A specific recognizable title such as “”Project Files for State College Construction” or “Property and Equipment Audit File” should be assigned to the series.  The title of a record series should be the same as the one used by the unit responsible for the records, as long as it clearly describes the records included in the series.

3. Description 

Provide a complete and concise description of the records in this series/system.  For example: personnel files of current employees; attendance records; applications for specific kind of license, benefit or service; records of holders of specific kind of license; records of recipients of services; providers of services; records of conference participants; complaints.

4. File Location  (Phase II Activity)
Draw a map of the office containing records on graph paper.  Draw rectangles to signify location of file cabinets, and then number them from left to right.  Identify each drawer or shelf by alphabetizing them starting with “A” at the bottom and going up as high as necessary.  Thus if a record series were contained entirely in the third drawer/shelf from the bottom in cabinet number 12, the location of the series would be recorded on this space as 12-C.  Once you complete the map, enter cabinet and drawer/shelf designations on this space for the record series you inventoried.  Attach map to inventory sheet(s).
Note: If this records series is stored offsite, specify the building address, room number and location in that room.
5. Media Type

Enter the media code (see code definitions below). 

P - Paper (except computer printout)

C – Computer printout

PC – Personal computer/desktop computer (records stored in the “C” drive or “My Computer” area on a desktop)
NS – Network server (records stored in a designated network drive area or server). For example the H:\\ Drive or a shared public network drive (e.g., P:\\ or Q:\\)
M – Magnetic or electronic portable computer storage devices (tapes or magneto-optic and phase-change disks such as CD-RW and DVD-RAM – typically a lower cost consumer-oriented product) 
O – Optical portable storage devices (direct access disks written and read by light – typically provide for higher capacity and reliability
D – Diazo (working copy microfilm or microfiche)
S – Silver (master copy) microfilm or microfiche. 

6. Years Covered

Enter the years covered by this record series.  The period of years covered by the record series should be indicated by the earliest and latest years. For example, specify oldest to most recent date in the following format MM/DD/YYYY to MM/DD/YYYY or 1982-84 when the month and day are not applicable.  In some cases, it will not be possible to indicate the years covered.  For instance, years covered for official personnel folders may have to be left blank and be shown as either active or inactive in the status column (item 7 below).
7. Reference Status

Enter the reference status (see definitions below).

A – Active records (records that need to be readily available)
S – Semi-active records (records that are accessed occasional and can be moved to or are maintained at a holding area or records center. 
I – Inactive records (records that are no longer required in the current business activity but must be retained for a specified period of time; can be stored in a record data center).
8. Document

Check the box indicating whether the records in this records series are original (ORIG.) or a copy of an original (COPY).
9. Volume of Records in Cubic Feet  (Phase II Activity)
The quantity of records should be recorded in volume (cubic feet) of space they occupy.  The figure should represent only those records on hand at the time of inventory.  Enter the volume of each record series in cubic feet (rounding to the nearest cubic foot). 
10. Remarks

Enter any special remarks or comments about this record series (e.g., may want to include a justification or rationale when direct authority to collect and/or maintain a record series cannot be identified.
ONLY RESPOND TO QUESTIONS 11 THROUGH 14 IF THE RECORD SERIES CONTAINS PERSONAL INFORMATION.
11. Authority for Collection and Maintenance of the Records System

Cite the statute, regulation or executive order authorizing the collection and maintenance of this records system.
12. Source of Records
Specify the source of records in this records series.  For example, if information is collected by <AGENCY NAME> from the subject on a <AGENCY NAME> controlled application or form then the subject referred to as the “Data Subject” is the source. If the information is collected or compiled by <AGENCY NAME> from a <AGENCY NAME> developed and managed computer system (e.g., <INSERT AGENCY SPECIFIC EXAMPLE>) then <AGENCY NAME> is the source.  If information is collected from the subject and provided to <AGENCY NAME> by another source, such as <INSERT AGENCY SPECIFIC EXAMPLE>, then <INSERT AGENCY SPECIFIC EXAMPLE> is the source. 
13. Collection Method
If <AGENCY NAME> or data subject is the source, then describe briefly what form or tool was used to collect the information. For example, a <AGENCY NAME> paper form or online tool.

If <AGENCY NAME> is not the source then leave this section blank.

14. Notice on Collection
If <AGENCY NAME> or data subject is the source, then answer yes or no to indicate whether the notification requirements of Civil Code section 1798.17 are met.  For example, do you provide notice to individuals if you are collecting personal information from them for this record system? Yes or no.  If yes, attach a copy of the notification.
If <AGENCY NAME> is not the source then leave this section blank.

15. Classification
Describe the classification of records in this series/system as either public, confidential, or sensitive.  State Administrative Manual (SAM) section 5320.5 instructs agencies to use the following classification structure: 

A) Public Information - information maintained by state agencies that is not exempt from disclosure under the provisions of the California Public Records Act (Government Code Sections 6250-6265) or other applicable state or federal laws; 
  

B) Confidential Information - information maintained by state agencies that is exempt from disclosure under the provisions of the California Public Records Act (Government Code Sections 6250-6265) or other applicable state or federal laws.

Sensitive Information and Personal Information, as defined below, may occur in Public Information and/or Confidential Information.  Files and databases containing sensitive and/or personal information require special precautions to prevent inappropriate disclosure.  When sensitive or personal information is contained in public records, care must be taken to protect it from inappropriate disclosure (e.g., redaction or blacking out the confidential parts of the record before making public parts of the record available to requestors).

C) Sensitive Information - information maintained by state agencies that requires special precautions to protect from unauthorized use, access, disclosure, modification, loss, or deletion.  Sensitive information may be either public or confidential.  It is information that requires a higher than normal assurance of accuracy and completeness.  Thus the key factor for sensitive information is that of integrity.  Typically, sensitive information includes records of agency financial transactions and regulatory actions, such as departmental banking information, mother's maiden name, network configuration, Internet Protocol (IP) addresses, and other data related to information security.
D) Personal Information - information that identifies or describes an individual as defined in, but not limited by, the statutes listed below.  This information must be protected from inappropriate access, use, or disclosure and must be made accessible to data subjects upon request.  Note: For purposes of this survey, the primary classifications for data will be public, confidential and sensitive.  Personal information will be treated as a sub-classification within the primary classification of confidential.

i.  Notice-triggering personal information - specific items or personal information (name plus Social Security Number, driver's license/California identification card number, or financial account number) that may trigger a requirement to notify individuals if it is acquired by an unauthorized person.  See Civil Code Sections 1798.29 and 1798.3;

ii.  Protected Health Information - individually identifiable information created, received, or maintained by such organizations as health care payers, health care providers, health plans, and contractors to these entities, in electronic or physical form.  State laws require special precautions to protect from unauthorized use, access or disclosure.  See Confidentiality of Medical Information Act, Civil Code Section 56 et seq. and the Patients' Access to Health Records Act, Health and Safety Code Sections 123100-123149.5; and

iii.  Electronic Health Information - individually identifiable health information transmitted by electronic media or maintained in electronic media.  Federal regulations require state entities that are health plans, health care clearinghouses, or health care providers that conduct electronic transactions to ensure that privacy and security of electronic protected health information from unauthorized use, access, or disclosure.  See Health Insurance Portability and Accountability Act, 45 C.F.R. parts 160 and 164.

16. Required Retention Period 
Specify the required retention period (e.g. 13 months from disposition) for this records series and if it is required by law, regulation or policy identify which (e.g., <INSERT APPLICABLE AGENCY SPECIFIC INFORMATION>).
17. Disposal Method

Specify the current method of disposal for this record series (e.g., confidential destruct services, onsite shredder, or recycle services).
18. Record Criticality

Identify the criticality of the record series based on impact to business operations.  Identify the maximum length of time your business can continue to operate without access to the records in this record series.  This is also typically referred to as the maximum allowable outage (MAO) or minimum acceptable recovery level (MARL) in a business impact analysis (BIA) and the continuity/operational recovery plan.  Consider the BIA questions below when deciding which criticality category to assign to each record series.  Since many business applications are cyclical in nature, an acceptable downtime may differ depending on the time of year when an outage or event may occur.  Response should assume a “worst case” scenario when answering questions. 
BIA Questions:

1. Does this record series support a mission critical activity?

2. Are copies of these records maintained in a separate offsite location or can they be reproduced easily?

3. How long could essential operations continue without these records?

Criticality Categories:

Category 1 - Immediate Recovery/No Downtime – Business cannot operate at all without these records; thus systems should provide redundancy so that no loss of record series or downtime occurs.

Category 2 – 4 Hours - These records support a critical business application or manual process; thus, downtime must be contained to four hours or less.  Significant loss of revenue and/or sanctions will occur if not recovered/restored within four hours.
Category 3 – 72 Hours – These records support an essential business application or manual process; thus, the business activity is dependent upon these to produce required reports/services.  Significant loss of revenue and/or sanctions may occur if not recovered/restored within 72 hours. 
Category 4 - Suspended for Duration – These records support functions and are important to the business, but due to their nature, the frequency they are run or used and./or other factors, they can be suspended for the duration of the emergency and restored last. 
19. Security Measure

Answer yes or no to indicate whether a security measure is currently in place to protect this records system.  If yes, specify the type of security measure currently in place.  For example locked office/work area, locked file cabinet, password protected file or database, and/or encrypted file or database. 
20. Worksheet Completed By

Provide the first and last name of the individual completing the worksheet. 

21. Signed

The individual completing the worksheet affixes his/her original signature to the printed hard copy.

22. Date

The individual completing the worksheet indicates the date he/she signed the printed hard copy. 

23. Approved By

Provide the first and last name of the Manger approving the submission as accurate.

24. Signed

The Manger approving the submission as accurate affixes his/her original signature to the printed hard copy.

25. Date

The Manger approving the submission as accurate indicates the date he/she signed the printed hard copy. 

III.  NOTES REFERENCED
[image: image2.png]



� Government Code § 19019.9, Each state department and state agency shall enact and maintain a permanent privacy policy, in adherence with the Information Practices Act of 1977 (Title 1.8 (commencing with Section


1798) of Part 4 of Division 3 of the Civil Code), that includes, but is not limited to, the following principles:


   (a) Personally identifiable information is only obtained through lawful means.


   (b) The purposes for which personally identifiable data are collected are specified at or prior to the time of collection, and any subsequent use is limited to the fulfillment of purposes not inconsistent with those purposes previously specified.


   (c) Personal data shall not be disclosed, made available, or otherwise used for purposes other than those specified, except with the consent of the subject of the data, or as authorized by law or regulation.


   (d) Personal data collected must be relevant to the purpose for which it is collected.


   (e) The general means by which personal data is protected against loss, unauthorized access, use modification or disclosure shall be posted, unless that disclosure of general means would compromise legitimate state department or state agency objectives or law enforcement purposes.


   (f) Each state department or state agency shall designate a position within the department or agency, the duties of which shall include, but not be limited to, responsibility for the privacy policy within that department or agency.





� Civil Code § 1798.20. Each agency shall establish rules of conduct for persons involved in the design, development, operation, disclosure, or maintenance of records containing personal information and instruct each such person with respect to such rules and the requirements of this chapter, including any other rules and procedures adopted pursuant to this chapter and the remedies and penalties for noncompliance.





� Civil Code § 1798.30. Each agency shall either adopt regulations or publish guidelines specifying procedures to be followed in order fully to implement each of the rights of individuals set forth in this article.
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